Comment

Reform in Airport Security: Panic or
Precaution?

"The ship is riding majestically toward us like some great feather,
riding as though it was mighty good... mighty proud of the place it's
It burst into flames! Get out of
playing in the world's aviation ....
the way! Get out of the way! Get this, Charlie! Get this, Charlie! It's
fire and it's crashing! It's crashing terrible! Oh, my! Get out of the
way, please! It's burning, bursting into flames and is falling on the
mooring mast, and all the folks agree that this is terrible. This is the
worst of the worst catastrophes in the world! Oh, it's crashing. . . oh,
four or five hundred feet into the sky, and it's a terrific crash, ladies
and gentlemen. There's smoke, and there's flames, now, and the frame
Oh, the
is crashing to the ground, not quite to the mooring mast ....
humanity, and all the passengers screaming around here!"1
These were the words of radio correspondent Herbert Morrison, when he
personally witnessed the Hindenburg disaster in 1937. Morrison's last
few statements are chillingly similar to what any bystander in New York

1. Excerpt from the broadcast of Herbert Morrison, Chicago radio correspondent, as he
witnessed the Hindenberg explode on May 6, 1937. See http://www.hindenburg.net/disaster.htm (last visited Nov. 2, 2001).
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or television viewer around the globe might have been thinking as they
witnessed the terrorist attacks on September 11, 2001 ("September
11th").
Horrific events involving commercial aircraft, like the tragedy on
September 11th, are often followed by political measures and legislative
reform focused on aviation security. Legislation pertaining to airline
security was passed shortly after the Pan Am Flight 103 bombing in
December of 1988.2 Similarly, after TWA Flight 800 exploded in 1996,
regulations concerning airport security checks and airline safety were
revamped.' Now, after the tragic devastation of September 11th,
President George W. Bush and Congress are once again taking a hard
look at airline security, and legislative reform is well underway.
This Comment focuses on the benefits and burdens caused by
increased airline security. In addition, an analysis of the emerging use
of technology in airport security and its effect on Fourth Amendment
issues are also addressed.
I.

HISTORIcAL BACKGROUND

Aerial Bombings and Aircraft Hijackings: Early Incidents
Since the dawn of air transportation, the threat of catastrophe
inherent in mass air travel has been apparent. Indeed, the world
experienced tragedy in air transportation before propeller planes became
standard and long before jet propulsion, when the Hindenburg exploded
in 1937. 4 The explosion killed thirty-five people onboard the zeppelin.
Regardless of what caused the Hindenburg disaster, the potential for
massive loss of life in air transportation was realized; the industry has
thus become a popular target for hijackers and saboteurs.
An act of terrorism involving an airplane actually occurred before the
Hindenburg disaster. The first airplane hijacking noted in history

A.

2.

Heather E. Reser, Comment, Airline Terrorism: The Effect of Tightened Security on

the Right to Travel, 63 J. AIR L. & COMMERCE 819, 854 (1998).

3. See Jamie L. Rhee, Rational and ConstitutionalApproaches to Airline Safety in the
Face of TerroristThreats, 49 DEPAUL L. REv. 847, 854 (2000). Both the Pan Am Flight 103
bombing and the TWA Flight 800 explosion are discussed in greater detail infra Parts
I.C.4., 5.
4. See Rhee, supra note 3, at 849. According to Rhee a German crewman actually
brought a bomb aboard the Hindenburg. Id. Rhee admits the events surrounding the
Hindenburg are debated and remain a historical controversy. Id. at 849 n.13 (citation
omitted). Although the most widely recognized view is that the Hindenburg disaster was
the result of sabotage, other theories have been proposed. See http://www.hindenburg.net/theories.htm (providing analysis of the different theories) (last visited Nov. 2,2001).
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Revolutionaries in Peru took control of an aircraft

and used it to scatter pamphlets across the countryside.6 Though
political motivations remain a major reason for hijacking airplanes, the
hijackers no longer have an innocent agenda. Incidents of hijacking
frequently end in tragedy: "Worldwide, between 1949 and 1990, there
were ninety-five documented explosions aboard commercial aircrafts,
resulting in over 2100 deaths."7
The first documented bombing of a commercial airline occurred in
1949.8 Plotting to kill her husband, a woman had a time-bomb placed
on a Philippine airline. The woman hired two ex-convicts to plant the
bomb. The plot was a success and the explosion killed her husband
along with the other twelve passengers on the flight?
In 1955 a passenger unknowingly boarded a commercial flight with a
bomb in his luggage.' ° In a scheme to collect the benefits of his father's
insurance policy, the passenger's son planted the bomb. This incident
marked the first bombing of a commercial flight in the United States."
The first hijacking of a United States commercial aircraft occurred in
1961 when a National Airlines flight departing from Key West, Florida
was seized and diverted to Cuba.' 2 This initial incident in 1961 was
followed by a flurry of hijackings, as four more United States commercial
flights were hijacked in that same year.'3
To date, the 1960s stand out as the predominant decade of commercial
hijackings. During the late 1960s, in particular, the pinnacle of
incidents involving the hijacking of American commercial airliners
occurred. There were twenty-two hijacking incidents on United States
commercial flights in 1968,"4 and although the number was an all time
high, it was surpassed in the following year. In 1969 the quantity
nearly doubled; hijacking incidents on United States commercial aircraft
occurring in that year reached an astounding total of forty.'5

5. Reser, supra note 2, at 821.
6. Sanford L. Dow, Comment,AirportSecurity, Terrorism,and the FourthAmendment:
A Look Back and a Step Forward,58 AIR. L. & COM. 1149, 1158 (1993).
7. Id. at 1158 n.31.
8. Id. at 1158.
9. Id.
10. Donna Smith, Comment, Passenger Profiling:A Greater Terror Than Terrorism
Itself?, 32 J. MARSHALL L. REV. 167, 171 (1998).
11. Id.
12. John Rogers, Note, Bombs, Borders, and Boarding: Combatting International
Terrorismat United States Airports and the FourthAmendment, 20 SUFFOLK TRANSNAT'L
L. REV. 501, 504 (1997).
13. Id. at 505.
14.
15.

Id.
Id.
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Though the magnitude of the catastrophe on September 11th is
unprecedented, the number of hijacking incidents involving commercial
aircrafts has actually decreased in recent years. Including the four
airplanes that were hijacked on September 11th, there have been only
seven aerial hijacking incidents in which one or more passengers died
between 1996 and 2001.6 There were eighty-seven commercial aircraft
explosions due to bombings recorded in the period between 1949 and
1985.17

Commercial passengers arguably had more to fear in the past because
between 1949 and 1985, "airline passengers endured 498 hijackings and
281 attempted hijackings." 8 However, the loss of life on September
11th exceeds the amount of all eighty-nine commercial aircraft explosions between 1949 and 1985. While less than two thousand people
were killed in the aircraft explosions during those thirty-six years,19
approximately three thousand people were killed in the suicide plane
crashes on September 11th.2 °
Despite the fact that most of the casualties on September 11th
occurred inside the Trade Center buildings, terrorist hijackers are
capable of inflicting more harm in modern times. Larger commercial
airplanes and higher travel volume have raised the potential for greater
human casualties. Although the risk of detection may be higher today,
in the eyes of a terrorist, the pay off may have increased as well.
B.

Terrorism and Aviation

"Terrorism" is a term that has been given a variety of definitions over
the last few decades. In 1986, Vice President George Bush described
terrorism as "the unlawful use or threat of violence against persons or
property to further political or social objectives. It is usually intended
to intimidate or coerce a government, individuals, or groups or to modify

16. See Fatal Airliner Events 1996-2001, at http://airsafe.com/events/last_15.htm (last
visited Dec. 4, 2001).
17. Michael S. Simons, A Review of Issues Concerned with Aerial Hijacking and
Terrorism: Implications for Australia'sSecurity and the Sydney 2000 Olympics, 63 J. AIR
L. & CoM. 731, 738 (1998).
18. Id.
19. Id. Roughly 1539 people were killed in aircraft explosions during the span between
1949 and 1985. Id.

20. "The official death toll from the World Trade Center attacks ... continues to fall
[Alt least 200 names were removed from the list over the last week, bringing the total
to about 3,900 dead." Kirk Johnson, Afghan Caves, an Egyptian Courtroom and the Trade
Center Toll, N.Y. TIMES, Nov. 21, 2001, at (page number unavailable). According to officials
in New York, the death toll may drop to around three thousand. Id.
....

2002]

AIRPORT SECURITY

1627

their behavior or policies."2 1 Another viewpoint defines "terrorism" as
a violent act committed for a psychological effect on the public at large
and not just a particular government.22 Perhaps the United States
Department of State has given "terrorism" the broadest meaning,
defining it as "'premeditated, politically motivated violence perpetrated
against noncombatant targets by subnational groups or clandestine
' 2
Despite the
agents usually intended to influence an audience. "'
various definitions, authorities on the subject agree terrorists use
violence as a platform for their cause.24
Due to its political and economic status, the United States is widely
resented abroad,25 making it a primary target for terrorist activity.
United States citizens were the targets in forty percent of the world's
terrorist acts in 1992.26 Incidents like the bombing of Pan Am Flight
103 on December 21, 1988, and the suicide hijackings of the four
commercial flights on September 11th, illustrate how attractive the
commercial airline industry is as a target for terrorists who desire a
large audience and are indifferent to the means by which they obtain
one.2 ' The need for sound security procedures in America's airports
becomes glaringly obvious after pondering the terrorist viewpoint:
we only have to be lucky
"'Today, we were unlucky. But remember,
2
once. You will have to be lucky always.'" 1
C.

The Government Response to the Problem

1. The Federal Aviation Administration. In 1958, the Federal
Aviation Administration ("FAA") was established when President
29
Eisenhower signed the Federal Aviation Act into law. Serving as both
a quasi-legislative and executive. agency, the FAA was tasked with the

21. Simons, supra note 17, at 737-38.
22. Id. at 738.
23. Rogers, supra note 12, at 501-02 n.5 (citation omitted).
24. Id. at 501-02.
25. "'Our anger at the United States is deep-seated. It goes back to the [1991] Gulf
War. Saudi Arabia is a rich country whose economic deterioration started with the arrival
of the Americans.'" James M. Dorsey, In U.S..Led War, Young Saudis See the Seeds of
Chaos-Many Cheer for Bin Laden Yet Also FearInstability in Already Tough Lives, WALL.

ST. J., Oct. 23, 2001, at A18 (quoting a Saudi Arabian student).
26. See Rogers, supra note 12, at 502.
27. Id. at 503. "America's airline industry presents an inviting target with its large
volume of passengers, lax security procedures, and potential for extensive publicity." Id.
28. Id. at 501 (quoting WASH. POST, Oct. 12, 1984, at Al) (comments from a member
of the Irish Republican Army after a failed attack on Prime Minister Margaret Thatcher)).
29. Laurie M. McQuade, Comment, Tragedy as a Catalyst for Reform: The American
Way?, 11 CONN. J. INT'L L. 325, 332 (1996).
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responsibility of creating safety guidelines for commercial aviation and
enforcing those guidelines by regulating all air carriers operating in the
United States.3" The FAA was an independent agency until 1966,
when the Department of Transportation ("DOT") was designated as the
FAA's supervising body.3' Despite the structural change, the FAA has
retained its regulatory power over airline safety. The FAA has the duty
of "'promoting safe air travel and enforcing security measures affecting
aircraft and air terminals.' 32 Under federal law, the administrator of
the FAA has the authority to carry out the powers and duties of 3the
Secretary of Transportation regarding aviation security and safety.1
2. The FAA and Profiling. Through the years the FAA has
attempted to implement procedures in response to terrorist attacks in
the airline industry. In reaction to the numerous hijacking incidents in
the 1960's, the FAA established profiling procedures in an attempt to
identify terrorists. 34 The FAA, along with other agencies, compiled
information on known terrorists and hijackers and used the information
to develop a list of personal characteristics that distinguish terrorists
from ordinary airline travelers. Profiling has been highly criticized by
legal commentators. The FAA has refused to disclose specifics about the
profiling criteria because making the information public would alert
terrorists as to what traits draw attention and thus, thwart the profile's
very purpose." Commentators argue this gives the FAA a license to
violate equal protection rights because those who are singled out do not
know whether the profile used is one based on legally permissible
criteria. 6 Another major criticism is that profiling has been largely
ineffective. 37 Despite the wide use of passenger profiling in United
States airports between 1968 and 1973, approximately 125 American
aircraft were hijacked in those five years.3 8
3. Before September 11th: International Flights and FAA
Approval. Before September 11th, the FAA engaged in security
measures that were less controversial than profiling. One such measure
was the procedural requirements for American airlines that wish to

30.
31.
32.
33.
34.
35.
36.
37.
38.

Id.
Id.
Reser, supra note 2, at 828-29,829 n.54 (quoting 49 U.S.C. §§ 472(i)-(m), (o) (1994)).
Id. at 829; see also McQuade, supra note 29, at 333.
See Rhee, supra note 3, at 852.
Id. at 865, 865 n.147.
Id. at 865.
Id. at 852, See also Smith, supra note 10, at 171.
Rhee, supra note 3, at 852 & n.45.

20021

AIRPORT SECURITY

1629

conduct overseas flights.39 Before offering international flights, all
domestic air carriers flying overseas had to be approved by the FAA.4"
For FAA approval, each carrier had to establish a security program to
protect its passengers from "acts of criminal violence and air piracy."41
The security programs were required to include procedures for screening
passenger baggage, general airport security, an x-ray screening system,
employee training, employment of law enforcement officials, an explosive
detection system to screen checked bags on international flights, and an
in-house procedure for dealing with bomb threats. 42 Foreign air
carriers "landing or taking off in the United States"4" were also
required to implement a security program." The licensing approach to
safety regulation, placing the bulk of the burden of aviation security on
the individual commercial airlines as a cost of business, has been
discarded in reaction to the recent tragedies.4 5
Reaction to the Pan Am Bombing and Bag Match4.
ing. Congress has often passed FAA regulations in response to
terrorist attacks or aircraft hijackings. Following the Pan Am flight 103
bombing, President Bush formed the President's Commission on Aviation
Security and Terrorism.46 The commission's report stated the need for
"greater emphasis on long-term strategic thinking and anticipation of
terrorist actions, rather than mere operational reaction to such
events." 47 The Aviation Security Improvement Act of 1990 was passed
as a result of many of the commission's findings. 4' After the act
passed, United States commercial air carriers adopted a bag matching
policy for all international flights.49 Under this policy, a passenger's
baggage is taken off a flight if he or she fails to board the plane.
Although the policy may have been rigidly enforced for international
flights, at the time, the safety measure did not apply to domestic
flights.50 In fact, Congress did not widen protection to domestic air

39.
40.
41.
(2002).
42.
(2002).
43.
44.
45.
46.
47.
48.
49.
50.

See McQuade, supra note 29, at 333, 333 n.50 (citing 14 C.F.R. § 108 (1981-1991)).
Reser, supra note 2, at 829.
14 C.F.R. § 108.103 (Part 108 removed Feb. 2002). See 67 Fed. Reg. 8340, 8350
See 14 C.F.R. § 108.303 (Part 108 removed Feb. 2002). See Fed. Reg. 8340, 8350
14 C.F.R. § 129.25(b).
Id.
See infra text accompanying notes 74-85.
See Reser, supra note 2, at 830.
Id. (internal quotation omitted).
See Rhee, supra note 3, at 854.
Id.
Id.
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travel until the recent attacks. Post September 11th legislation now
requires some method be in place for the screening of all checked
baggage, but bag matching is only a suggested means of screening and
not a required process.5 ' While the bag matching policy is a helpful
security measure, it does not prevent a terrorist who is willing to
sacrifice his or her own life from boarding an airline with a bomb, nor
does it prevent a terrorist from placing explosives in the bags of an
unknowing passenger."
5. Reaction to the TWA Explosion. After TWA Flight 800
exploded over Long Island, New York, in the summer of 1996, President
Clinton responded by creating the White House Commission on Aviation
Safety and Security. 8 Under the direction of Vice President Gore, the
commission recommended increased spending on screening and
surveillance technologies, establishing a computerized passenger
profiling system, and increasing counterintelligence resources.54
6. Reaction to the September 11th Attacks. On September 14,
2001, three days after the terrorist attacks on the World Trade Center,
the House of Representatives introduced three bills addressing airline
security.55 The first proposal, a bill entitled the "Aviation Security
Enhancement Act of 200j, " 56 if enacted, would have transformed the
FAA from its supervisory capacity and would have made the agency
itself responsible for screening airline travelers. Under the House
proposal, the airlines would no longer be solely responsible for conducting security screening.57 If the bill had passed, the FAA would have
taken over the security responsibilities currently resting with the
commercial airline companies: "Screening To Be Conducted by FAA
Employees. As soon as practicable after the date of enactment of this
subsection, the screening of passengers and property under subsection
(a) shall be carried out by employees of the Federal Aviation Administration.""5 The bill also had a provision regarding carry-on baggage, which

51. 49 U.S.C. §§ 44901(c) to (e)(1).
52. See Rhee, supra note 3, at 854.
53. Id.
54. Id. at 854-55.
55. See H.R. 2895-96, - 98, 107th Cong. (1st Sess. 2001).
56. See H.R. 2895, 107th Cong. (1st Sess. 2001).
57. Prior to November 2001, only the FAA regulated and supervised the security
measures employed by the airlines: "The Administrator of the Federal Aviation
Administration shall prescribe regulations requiring screening of all passengers.. . ." 49
U.S.C. § 44901(a) (1998) (emphasis added).
58. H.R. 2895, § 2.
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would have limited each airline passenger to one piece of carry-on
luggage that "does not exceed 9 inches by 14 inches by 22 inches." 59 If
passed, the bill would have permitted the FAA to impose a fee of up to
three dollars "per domestic flight segment" ° to fund these new procedures.6 This bill is likely a dead issue because Congress has since
unlike the FAA, will focus entirely
established a separate agency, which,
62
on airport and aviation security.
The second bill coming on the heels of the terrorist attacks is entitled
The bill primarily consists of
the "Anti-Terrorism Act of 2001."'
congressional findings. In one of the findings, Congress expressed the
magnitude of the September 11th tragedy: "These attacks were by far
the deadliest terrorist attacks ever launched against the United States
and, by targeting symbols of United States strength and success, clearly
64
were intended to intimidate the Nation and weaken its resolve."
Other than describing the atrocities resulting from the hijacking on
September 11th, the bill also provides airline pilots and certain airline
personnel with the unequivocal right to carry firearms.65 Specifically,
the bill provides: "Notwithstanding any other provision of law, no
department or agency of the Federal Government shall prohibit any
pilot, copilot, or navigator of an aircraft, or any law enforcement
personnel specifically detailed for the protection of that aircraft, from
carrying a firearm.""
On September 20, 2001, the Committee on Transportation and
Infrastructure introduced another bill in the House of Representatives. 7 Entitled the "Emergency Aviation Security Act of 2001, "68 the
bill calls for the implementation of a sky marshal program by the FAA
within thirty days of its enactment.69 If enacted, the FAA will be
required to randomly deploy sky marshals on domestic flights and on the
The
international flights of United States commercial airlines.7"
on
marshals
the
sky
seating
for
provide
to
be
required
airlines will

59. Id. § 4.
60. Id. § 5.

61. Id.
62.
63.
64.
65.

See infra note 74 and accompanying text.
H.R. 2896, § 1 (Short Title).
Id. § 2(4).
Id. § 2.

66. Id.
67.

See H.R. 2906, 107th Cong. (1st Sess. 2001).

68. See id. § 1 (Short Title).
69. Id. § 2(a).
70. Id. § 2(b)(1).
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selected flights regardless of seat availability.7 1 The FAA Administrator is authorized to impose a fee of up to one dollar per domestic flight
segment, in order to fund the program.72 Oddly, the bill also limits 'the
number of alcoholic beverages that can be served to passengers to two
per flight, which applies to both domestic and foreign airlines flying in
and out of the United States.73
7. Post September 11th: The Structural Overhaul.7 4 Due to
the events of September 11th, a sweeping change over the entire airline
security structure is underway.7 As of February 2002, the FAA has
been relieved of the responsibility and authority to regulate airline
security, and that power and responsibility now rests with the Transportation Security Administration ("TSA"). 7' The new agency is headed by
the Under Secretary of Transportation for Security ("Under Secretary").7 7 This newly created government position will focus solely on
civil aviation security. The Under Secretary shall have the authority to
prescribe regulations geared at aircraft and passenger security 78 as well
as "exclusive responsibility"79 to coordinate all law enforcement activity
related to the safety of passengers that fall victim to an act of "aircraft
piracy." ° A federal provision providing for the sharing of information
between federal agencies within the "intelligence community" has also
passed."' This law allows for information pooling and collective
intelligence efforts between the various federal agencies, and in

71. Id. § 2(b)(4).
72. Id. § 2(d).
73. Id. § 3(a)-(b).
74. Some major changes in airport security laws and regulations have been adopted on
the eve of publication. The new laws and regulations warrant a great deal of analysis and
discussion. Unfortunately, due to practical concerns and timing, these latest developments
are only briefly discussed in this Comment.
75. See 67 Fed. Reg. 8340 (Feb. 17, 2002).
76. Id.
77. 67 Fed. Reg. at 8341.
78. 49 U.S.C. § 44903(b) (2002).
79. Id. § 44903(e).
80. Id. § 46502(a)(1)(A) (2002). "Aircraft piracy" is defined as the act of "seizing or
exercising control of an aircraft in the special aircraft jurisdiction of the United States by
force, violence, threat of force or violence, or any form of intimidation, and with wrongful
intent." Id. A person committing this offense will now face a mandatory minimum sentence
of twenty years in prison, and depending on the circumstances, face a life sentence or be
put to death. Id. § 46502(a)(2)(B).
81. Id. § 44911(a)-(e). Ten different federal agencies, including the Central Intelligence
Agency and the Federal Bureau of Investigation, are defined as part of the "intelligence
community." Id. § 44911(a)(1)-(10).
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particular, provides that the Under Secretary be privy to certain
s2
terrorist-related information gathered by the different agencies.
A particularly interesting piece of legislation is the requirement that
the Under Secretary establish at least twenty test programs in airports
around the country for the purpose of assessing the effectiveness of the
use of emerging security technology, including biometrics.8 3 Under the
legislative revisions, the Under Secretary has been required to take
steps to ensure that each airport involved in one of the test programs
has an "explosive detection system" in place by December 31, 2002, to
screen all checked baggage at those airports.8 4 In addition to this
requirement, Congress passed a law mandating the screening of all
checked baggage-whether by explosive
detection or some alternate
88
means-at every United States airport.
D.

Technology's Role in Airport Security

1. Big Brother. "On each landing, opposite the lift-shaft, the poster
with the enormous face gazed from the wall. It was one of those pictures
which are [sic] so contrived that the eyes follow you about when you
move. BIG BROTHER IS WATCHING YOU, the caption beneath it
86
ran."
Most Americans have heard this catch phrase from George Orwell's
renowned novel. The phrase has become "buzz word" lingo in discussions
about government surveillance and governmental invasion of privacy.
The phrase "big brother" has become so synonymous with spying that it
is now the title of a multinational television show in which viewers peer
into every aspect of the cast members' lives.87 Many critics view
security procedures in United States airports as a prime example of this
"big brother" type intrusion. 8

82. Id. § 44911(b).
83. Id. § 44903(C)(3). See infra text accompanying notes 99-100 for a discussion of
biometric technology.
84. 49 U.S.C. § 44901(d)(1)(A).
85. Id. § 44901(c). This provision is to take effect as soon as practicable, but no later
than mid-January of 2002. At the time of publication it is unclear whether this
requirement of 100 percent screening has been met in every airport around the country.
86. GEORGE ORWELL, 1984 3 (5th ed. 1998).
87. The "Big Brother" television show originated in the Netherlands, where it aired for
the first time in the fall of 1999. The show is truly multinational. Currently, eighteen
countries have broadcast this show; each nation has aired its own individualized version.
See Big Brother International, at http://www.bigbrotherworld.tv/history.htm (last visited,
Nov. 2, 2001).
88. See Rhee, supra note 3, at 886. "Something surely should be done, but big-budget
big-brother responses based on ignorance are no substitute for considered action." Id.
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2. Accepted Uses of Technology. Today, those who make use of
commercial air travel expect to be subjected to some type of limited
search, which usually involves submitting to a cursory scan by a metal
detector.8 9 This traditional security procedure is outdated, as a metal
detector will not detect plastic explosives or plastic guns. 90
In 1996 Congress authorized the purchase of fifty-four CTX-5000
luggage scanners.91 The high-tech scanners cost over a million dollars
a piece and can only scan 120 bags per hour.92 Undoubtedly, in light of
the cost, the efficiency of the CTX-5000 is severely lacking. The busier
airports in the United States see upwards of 150,000 people pass
through their facilities each day. Given that amount of traffic, the
ability to screen every traveler's baggage with a CTX-5000 would come
at a high price in the busier airports. 93
The ability to scan a person and see through his or her clothing is a
technology that has existed for a number of years.9 4 Commentators
have suggested that these devices give law enforcement and security
personnel the functional equivalent of Superman's X-ray vision.9" Over
the past few years one of these devices, BodySearch, has seen limited
use in a number of major airports within the United States.96 As long
as the images produced by these machines do not show detailed
anatomical pictures of persons being screened, the likelihood air
travelers would object to the X-ray search will be relatively low.9 7 The
procedure is likely to be viewed as no more intrusive than a- metal
detector scan.
3. Face Recognition Technology. Perhaps the most controversial
innovation in technological security measures is the use of "face
recognition technology."9" Face recognition is one form of biometric
technology. Biometrics is the "measurement and analysis of biological
features" and it is being used "as a means of enhancing security and

89. Jason Lazarus, Note, Vision Impossible? Imaging Devices-The New Police
Technology and the FourthAmendment, 48 FLA. L. REV. 299, 317 (1996).
90. Id.
91. See Rhee, supra note 3, at 857.
92. Id.
93. Id. at 857-58.
94. See David A. Harris, Superman's X-ray Vision and the FourthAmendment: The
New Gun Detection Technology, 69 TEMP. L. REv. 1 (1996).
95. See id; Rhee, supra note 3, at 858.
96. See Rhee, supra note 3, at 858-59.
97. See Harris, supra note 94, at 11.
98. See Anthony Clark, Sacrifice for Safer Skies, ELECTRONIC TIMEs 14 (October 2001).
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verifying passenger identity.""9 Other forms of biometric identification
methods are analyzing an individual's fingerprints, voice, or iris.100
Thus far, face recognition is considered the most appropriate biometric
technique for airport security: "Some experts say face recognition is
perhaps the most promising ... for overcrowded airports because it
relies on distant cameras to identify people-not finger scanners or other
devices requiring people to click, touch or stand in a particular
position." 1 '
Face recognition technology is already used in casinos to catch cardcounters 2 and was even employed for security purposes in January
The following airports
2001 at the Super Bowl in Tampa, Florida.'
intend to employ face recognition systems in response to the September
11th attacks: Logan Airport in Boston, Oakland International Airport
in Oakland, T.F. Green Airport in Providence, and Fresno Yosemite
International Airport in California."
In addition to privacy concerns, critics have knocked the face
recognition systems because of their inaccuracy.0 5 A Department of
Defense study showed that the technology currently has a high error
rate as "even under ideal settings such as scanning a person's image
under bright lights, face forward ... a large number of 'false positives,'
wrongly matching people with photos of others, and 'false negatives,'
missing people not in the database"' occurred.
4. Other High-tech Proposals. Reportedly, President George W.
Bush has expressed interest in a technology system in which commercial
aircraft would be subject to some type of remote control.' v Evidently,
commercial airplanes would have a default control system at a location
on the ground that would override the aircrafts' manual controls when
a hijacking incident occurs. One problem with this proposed system has
already been pointed out: it would create another potential avenue of

99. Jefferson Morris, GreaterAttention Being Put on Biometrics for Airport Security
with Recent Attacks, 200 No. 7 AEROSPACE DAILY 1 (2001).
100. Id.
101. Stefanie Olsen & Robert Lemos, Can Face Recognition Keep Airports Safe?, at
http://news.cnet.com/news/0-1005-200-7753504.html?tag=tp-pr (last visited Nov. 21, 2001).
102. See Clark, supra note 98, at 14.
103. See Electronic Privacy Information Center, FaceRecognition, at http://www.epic.orglprivacy/facerecognitionl (last visited Dec. 4, 2001).
104. See Olsen, supra note 101.
105. See id.
106. Id.
107. See Clark, supra note 98, at 14.
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attack for terrorists. °8 "[Miaking planes controllable remotely just
moves the hijacking goal posts-you no longer need to leave the ground
to take control."' °9 Furthermore, while such a system would prevent
suicide terrorists from taking control of a plane and crashing it, a remote
control system would be ineffective in preventing someone from placing
a bomb aboard an airline.
Another technological proposal is to install a "panic button" system
onboard commercial airlines.110
This would entail placing panic
buttons in discrete places such as the jewelry of crewmembers, who will
press their button at the sign of trouble."' Once a panic button is
pressed, video cameras hidden onboard would be triggered, and the
images would then be transmitted to authorities on the ground who
would then relay the images to military aircraft." 2 The idea is that
the military aircraft could then intercept the plane and avert any
tragedy like the ones that occurred on September 11th." 3' An aspiring
entrepreneur, David Monroe, has been working on this technology and
has already patented the concept."'
II.

A.

CONSTITUTIONAL RIGHTS AND AVIATION SECURITY

The Right to Travel

The right to travel is a liberty deeply etched in United States history.
In Kent v. Dulles,"' the United States Supreme Court acknowledged
the significant place the right to travel has in the nation's system of
principles."' The majority opinion reads in part:
The right to travel is a part of the "liberty" of which the citizen cannot
be deprived without due process of law under the Fifth Amendment.
So much is conceded by the Solicitor General. In Anglo-Saxon law that
right was emerging at least as early as the Magna Carta, Chafee,
Three Human Rights in the Constitution of 1787 (1956), 171-181, 187
et seq., shows how deeply ingrained in our history this freedom of
movement is. Freedom of movement across frontiers in either

108. See id.
109. Id.
110. See Teresa Riordan, Patents; At The Push of a Button, Cameras Inside Planes
Could Send Video to Authorities, N.Y. TIMES, Oct. 15, 2001, at C2.
111. See id.
112. Id.
113. Id.
114. Id.
115. 357 U.S. 116 (1958).

116. Id.at 125-26.
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direction, and inside frontiers as well, was a part of our heritage.
Travel abroad, like travel within the country, may be necessary for a
livelihood. It may be as close to the heart of the individual as the
choice of what he eats, or wears, or reads. Freedom of movement is
basic in our scheme of values." 7
This broad endorsement of the freedom of movement has since been
limited under certain circumstances.
In Haig v. Agee," 8 a former Central Intelligence Agency ("CIA")
employee turned rogue and publicly announced his intention to expose
CIA agents and thwart the agency's efforts." 9 After Agee, the former
agent, purportedly disclosed the identity of a number of undercover
agents, the Secretary of State revoked his passport pursuant to a federal
regulation. Agee filed suit, arguing, inter alia, that the regulation
violated his Fifth Amendment right to travel.12 ° The district court
concluded the Secretary of State had exceeded his legislatively prescribed authority, and the court of appeals affirmed.' 2 ' The Supreme
Court held the revocation of Agee's passport was rational, determining
that "when there is a substantial likelihood of 'serious damage' to
national security or foreign policy as a result of a passport holder's
activities in foreign countries, the Government may take action to ensure
that the holder may not exploit the sponsorship of his travels by the
United States."'22 Thus, the right to travel is not a liberty entirely
free of restraint, and when national security interests or foreign policy
concerns are at stake, the government can impose restrictions.
For obvious reasons, the right to travel often arises in the context of
commercial aviation. Commercial airlines are prohibited by federal
statute from providing service in a discriminatory manner. 2 ' Airlines
have a duty prescribed by statute and common law to "provide service
to all paying customers." 24 Yet, commercial airlines also have a duty
to provide safe transportation to their customers. Therefore, a potential
customer may be denied service by an airline if the individual poses a
security concern."' In fact, the threat of aerial hijacking has lead to

117. Id.
118. 453 U.S. 280 (1981).
119. Id. at 283-84.
120. Id. at 283-87.
121. Id. at 287-88.
122. Id. at 309.
123. See Reser, supra note 2, at 839-40.
124. Id. at 839.
125. Id. at 840, 840 n. 126. In Williams v. Trans. World Airlines, 509 F.2d 942 (2d Cir.
1975), the court refused to hold an airline liable for denying services to a known criminal.
Id. at 948.
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a statute that requires commercial airlines to refuse passenger
admittance when:
(1) a passenger who does not consent to a search under section
44901(a) of this title establishing whether the passenger is carrying
unlawfully a dangerous weapon, explosive, or other destructive
substance; or (2) property of a passenger who does not consent to a
search of the property establishing whether the property unlawfully
contains a dangerous weapon, explosive, or other destructive substance. 126
In a sense, this federal mandate is a legislative adoption of the common
law concepts surrounding implied consent.
B.

Airport Searches and the Fourth Amendment

1. The Administrative Search. In United States v. Davis,2 7 the
Ninth Circuit Court of Appeals placed airport security searches squarely
within the framework of administrative search cases. 28 The court
looked to four United States Supreme Court decisions1 9 and two
courts of appeals decisions 13 and determined that the underlying
principle supporting the administrative search analysis in all four of
those situations was also present in the context of airport security
screening.'
The court stated:
The essence of these decisions is that searches conducted as part of a
general regulatory scheme in furtherance of an administrative purpose,
rather than as part of a criminal investigation to secure evidence of
crime, may be permissible under the Fourth Amendment though not
supported by a showing of13probable
cause directed to a particular place
2
or person to be searched.

The court concluded the screening procedures administered by commercial airlines are also "part of a general regulatory scheme in furtherance

126. 49 U.S.C. § 44902(a)(1)-(2) (1998).
127. 482 F.2d 893 (9th Cir. 1973).
128. Id. at 908.
129. Id. at 908. The court cited the following United States Supreme Court cases:
United States v. Biswell, 406 U.S. 311 (1972); Wyman v. James, 400 U.S. 309 (1971);
Camarav. Mun. Ct., 387 U.S. 523 (1967); See v. City of Seattle, 387 U.S. 541 (1967). Davis,
482 F.2d at 908-09.
130. Davis, 482 F.2d at 908 n.40. The court cited United States v. Schafter, 461 F.2d
856 (9th Cir. 1972) and Downing v. Kunzig, 454 F.2d 1230 (6th Cir. 1972). Id.
131. Davis, 482 F.2d at 909.
132. Id. at 908.
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of an administrative purpose."'
The court noted the purpose of
passenger screening is preventative, not investigative: "The essential
purpose of the scheme is not to detect weapons or explosives or to
apprehend those who carry them, but to deter persons carrying such
material from seeking to board at all."'" Thus, probable cause is not
required for an airline to conduct a screening search provided the search
remains administrative5 in nature and is not carried out for the purpose
13
of ferreting out crime.
Under the administrative search approach, passenger screening can
be conducted absent probable cause, but the screening searches must be
reasonable under the Fourth Amendment.'
The reasonableness of an
administrative search is determined by weighing the need to search
against the intrusion of the individual's privacy resulting from the
search."' The need to screen airline passengers is a reasonable one,
as noted by the Second Circuit Court of Appeals:
When the risk is the jeopardy to hundreds of human lives and millions
of dollars of property inherent in the pirating or blowing up of a large
airplane, the danger alone meets the test of reasonableness, so long as
the search is conducted in good faith for the purpose of preventing
hijacking or like damage and with reasonable scope and the passenger
has been given advance notice of his liability to such a search so that
he can avoid it by choosing not to travel by air.138
Though the need to search airline passengers is momentous, the
balancing test remains, and the search of a passenger cannot go beyond
the administrative purpose that justifies it." 9 Under this rationale,
airline security personnel and law enforcement officers cannot search
individuals that choose not to board a flight after facing the prospect of
40
a search.1
When a search goes beyond the scope of its administrative purpose,
courts will exclude any evidence obtained from it.' 4 ' The Ninth Circuit
Court of Appeals determined the search conducted in United States v.

133. Id.
134. Id.
135. Id. at 910.
136. See Rogers, supra note 12, at 524.
137. See Camara v. Mun. Ct., 387 U.S. 523, 536-37 (1967).
138. United States v. Edwards, 498 F.2d 496, 500 (2d Cir. 1974) (internal quotation
omitted).
139. Davis, 482 F.2d at 910.
140. Id. at 910-11.
141. Id. at 909.
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$124,570 U.S. Currency'42 went beyond the objectives of an administrative search and concluded suppression was the appropriate remedy.'4 3 In $124,570 U.S. Currency, the security official conducting the
search found a large amount of cash in the bag of an airline passenger
named Campbell.'" In accord with the working relationship between
the security officials at Seattle International Airport and the United
States Customs Service at the time, 'the agent searching Campbell
received a $250 reward for reporting the large sum of money to the
United States Customs Service. 45 The court noted the reporting
practice improperly influenced the security officials to go beyond the
boundaries of an administrative search, and the court pointed to the
facts surrounding the search of Campbell as a prime example of a
criminal investigation executed under the guise of an administrative
search.'46 The court concluded any safety-related reasons for detaining
Campbell and questioning him as to his personal affairs ceased to exist
after a search of his belongings did not reveal any weapons or explosives.' 47
Airport security screening has been given the benefit of the administrative search classification, yet problems in airline security and the
dangers of airline hijacking continue.
2. Implied Consent. Airline security screening has also escaped
the traditional Fourth Amendment warrant and probable cause
requirements due to the consent exception.'" Consent in an airport
security search is subject to the traditional constitutional requirements
in that the individual to be searched must both knowingly and voluntarily give consent.'49 Because of the nature of airport searches and
baggage scans, the doctrine of implied consent has been adopted. 5 ° In
United States v. Edwards,5' the Second Circuit Court of Appeals
colorfully hinted that implied consent is something that is almost
inherent in airport screening procedures:

142. 873 F.2d 1240 (9th Cir. 1989).
143. Id. at 1248.
144. Id. at 1246.
145. Id. at 1241.
146. Id. at 1246.
147. Id.
148. See Rogers, supra note 12, at 527.
149. Id. at 527-28.
150. United States v. Henry, 615 F.2d 1223, 1228-29 (9th Cir. 1980) (the court
concluded the individual gave implied consent to an x-ray examination of his baggage).
151. 498 F.2d 496 (2d Cir. 1974).
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[Ilt would outrage common sense to suppose that an intelligent woman,
neither blind nor deaf nor ignorant of the language, was not aware as
the district judge found "that she was as free to step out of the line of
passengers (as she had been to enter that line) if she did not want her
baggage to be searched."'52
Furthermore, individuals do not have to be personally informed of the
right to refuse consent.'5"
If an individual refuses to submit to a
search, airlines are prohibited
by statute from allowing the individual
15 4
to board his or her flight.
III.
A.

DISCUSSION

Concerns with Face-RecognitionTechnology

The modern air traveler, arguably, already has a limited expectation
of privacy upon his or her entering an airport. Indeed, the average
airline passenger today might be inclined to modify Justice Stewart's
famous quote and say the "Fourth Amendment protects people, not
[airports]."' 55 However, technological advances and the latest attacks
have brought civil liberties to the forefront. Critics believe the stricter
airline security regulations are simply
reactionary and pose a serious
1 56
threat to our country's civil liberties.
Civil libertarians strongly oppose the implementation of face-recognition systems in America's airports.5 7 Those promoting privacy rights
argue the technology is currently unreliable and intrusive; thus, it offers
"neither order nor liberty."' 5 In a recent ACLU report, the reliability
of the face-recognition systems was harshly criticized with comments like
the following: "Anyone who claims that facial-recognition technology is
an effective law-enforcement tool is probably working for one of the
companies trying to sell it to the government."5 9 Some of this criticism is merited, as the recognition systems do have problems with false
positives and false negatives.' 6°

152. 498 F.2d at 501 (lower court citation omitted).
153. See Rogers, supra note 12, at 527. See also State v. White, 549 P.2d 600 (Ariz. Ct.
App. 1976).
154. See supra text accompanying note 126. Despite legislative reform, this mandate
remains in effect. 49 U.S.C. § 44902(a)(1) (2002).
155. Katz v. United States, 389 U.S. 347, 351 (1967).
156. See Clark, supra note 98.
157. See Olsen & Lemos, supra note 101.
158. Id. (internal quotation omitted).
159. Id. (internal quotation omitted).
160. Id.
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Even the founder and CEO of Visionics, Joseph Atick, admitted that
his company's face-recognition system is not completely accurate.16 '
Atick conceded that his company's product would likely have an average
of a handful of false alarms per day in each airport where it is used.'62
Another huge problem is the limited amount of information available on
the world's terrorists. A face-recognition system can only spot those
terrorists that have their photos on record. The September 11th attacks
illustrate the lack of information the United States government has
about the world's terrorists. Out of the nineteen Muslim extremists that
hijacked the four commercial airlines on September 11th, the CIA only
had two of them on the agency's terrorist watch list." 3
Takeo Kanade, a computer science and robotics professor at Carnegie
Mellon University has pointed out the problem with face-recognition
technology when it is used in the security context.' 64 Problems in
ascertaining an individual's identity are numerous. For example, a
picture of an individual might be taken from the side and the facerecognition system may fail to identify that person because the system
does not have a picture of the individual taken from that same angle in
its database. 16 5 Additionally, a person could be wearing sunglasses or
facial expression could make a positive recognia hat; even an animated
166
tion more difficult.

Despite the flaws in face-recognition technology, Mr. Kanade believes
the system would raise the efficiency bar in airport security.'
Commenting on the benefits of face-recognition technology being used for
airport security, Kanade said, "If the police have to look at 10,000 people
rather than 1 million people, then it is worth it."6 ' Undoubtedly, facerecognition systems work at light speed in comparison with equipment
like the CTX-5000 luggage scanners. The Visionics system is capable of
scanning roughly fifteen faces per second and can compile eighty-four
bytes of data for each face detected in a frame of video. 6 9
The real problem lies in knowing who "is" and "is not" a terrorist. A
machine cannot magically discern a terrorist from a law-abiding citizen
without input from a human source. These systems will only be as
effective as America's terrorist intelligence. A security analyst has
161.
162.
163.
164.

Id.
Id.
Id.
Id.

165.
166.

Id.
Id.

167. Id.
168. Id. (internal quotation omitted).
169. Id.
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already suggested that the face-recognition systems may be used to catch
"smaller fish," as the technology could be effective in identifying petty
criminals with photographs and criminal records readily available.
An individual with an outstanding warrant for simple possession of
marijuana or failure to pay child support being spotted on camera in an
airport and hauled off by authorities would certainly spark a constitutional debate, if such an occasion ever arises. Some might view facerecognition technology in that context as "Big Brother" at its worst,
while others may see it as efficient law enforcement. It is unlikely
American courts, which have been so careful to admonish criminal
investigations when conducted under the guise of administrative
searches, would condone the use of face-recognition technology to ferret
out each and every citizen with a criminal record or minor pending
170
charge.
Certainly, the use of face-recognition to apprehend terrorists, and
terrorists alone, would only enhance current security in commercial
aviation. However, the use of technology to apprehend all criminals
would go against the grain of traditionally acceptable airport security
searches. Even though this could be a possible use, those who entertain
the parade of horribles may be acting a bit prematurely. If the
technology is ever used in such an intrusive manner, our citizenry
should have faith in the judiciary. Nearly twenty years ago in United
State v. Knotts,1 7' Justice Rehnquist addressed the issue of the governmental use of technology to monitor the citizenry and approached the
"what if' argument from a rational perspective, stating:
Respondent does not actually quarrel with this analysis, though he
expresses the generalized view that the result of the holding sought by
the government would be that "twenty-four hour surveillance of any
citizen of this country will be possible, without judicial knowledge or
supervision." But the fact is that the "reality hardly suggests abuse,"
if such dragnet-type law enforcement practices as respondent envisions
should eventually occur, there will be time enough then to determine
whether different constitutional principles may be applicable."72
Much like the situation that existed in Knotts, our courts and citizens
will have ample time to address any "dragnet type" use of face-recognition technology. For now, accepting the new technology and evaluating

170. The Ninth Circuit Court of Appeals decision in United States v. $124,570 U.S.
Currency, 873 F.2d 1240, 1246 (1989), illustrates that our judiciary is up to the task of
distinguishing between what constitutes a lawful search and what amounts to government
intrusion. See supra text accompanying notes 142-47 for a full discussion of the decision.
171. 460 U.S. 276 (1983).
172. Id. at 283-84 (citations omitted).
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whether or not its use will improve airport security is both rational and
practical.
B.

New Security Measures and an Eye on the Ground

A few of the technologies and security strategies suggested after
September 11th seem to fall short of the point. One of these strategies
is the "remote control" concept. 17 3 The idea of controlling commercial
aircraft from a remote location and preventing suicide pilots may be
attractive at first glance, but it is seriously flawed. As previously
mentioned, having a control center in another location simply presents
a new hijacking opportunity.'74 In addition, an aircraft subject to
remote control may thwart terrorists from using a plane as a battering
ram, but the technology would be useless against other methods of
sabotage. More importantly, this concept is not geared at stopping
terrorism on the ground. Congress, the President, and the FAA should
be focused on ways to prevent terrorists from ever boarding a plane.
The use of "panic button" technology is flawed for the same primary
reason."' It would require military aircraft to destroy the hijacked
plane if it were headed toward some potential target. It is unlikely a
military pilot will ever truly know the hijackers' objectives. In-flight
video cameras may alert authorities of a hijacking, but the fact that
airplanes were used as missiles on September 11th does not mean that
future hijackers will take a plane with only that objective in mind.
Under this panic button strategy, there is the risk that a hijacking,
which may have ended in surrender or rescue, would end instead with
total loss of life on the flight. Again, this concept would likely be
expensive to implement and it would do nothing to prevent terrorists
from boarding a plane.
The sky marshal program is also flawed for this same reason. 7 '
Although sky marshals will provide deterrence and putting them on
commercial flights will improve the state of aviation security, too much
emphasis on the program may be a misallocation of funds and manpower. Sky marshals will be costly, a marshal cannot be present on every
commercial flight, and placing sky marshals aboard an aircraft will not
deter hijackers who are willing to die. The idea of shootouts on
commercial airlines is not comforting. It is true that armed pilots and
sky marshals will likely prevent terrorists from taking a plane with

173.
174.
175.
176.

See
See
See
See

Clark, supra note 98 and text accompanying notes 107-09.
id.
supra text accompanying notes 110-14.
supra text accompanying notes 67-73.
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weapons like knives or box cutters. However, the best scenario is that
of prevention on the ground before boarding.
IV.

CONCLUSION

Benjamin Franklin once wrote, "t]hey that can give up essential
liberty to obtain a little temporary safety deserve neither liberty nor
safety."' 77 Undoubtedly, Benjamin Franklin cherished personal liberty,
but as a founding father of this country he could not have been short on
practical sense. Given the threat and potential for harm present in
today's commercial aviation industry, it is highly unlikely that a rational
man, such as Benjamin Franklin, would object to the implementation of
thorough security procedures in commercial airports.
The real focus should be on training airport security personnel, and
the complete overhaul of airport security, via the establishment of the
TSA, may be a step in that direction. During President Clinton's
administration, only two percent of the total spending on airport security
was allocated for training airport security officials.'
As of February
17, 2002, persons hired by the TSA as airport security personnel will be
required to go through over three times the amount of classroom
instruction than was previously required for screeners.'7 9 Screeners
will now have to be United States citizens and will be required to have
at least sixty hours of on-the-job training.'
Sky marshals and elaborate technology packages aimed at stopping
hijacking once it is already underway are misguided strategies.
Implementing better training for security officials and developing more
efficient screening technologies and procedures at our airports are proper
long-term objectives for fighting terrorism. Perhaps the advent of
federal screeners and complete government control over aviation
security, along with better coordination and communication between

177. Benjamin Franklin, Historical Review of Pennsylvania, BARTLETT'S FAMILIAR
QUOTATIONS 348 (Emily Morison Beck ed., 1980)). See Rhee, supra note 3, at 848-49 for
a differing view of Benjamin Franklin's quote. "Essential" liberty is always worth fighting
for, regardless of the risk to one's safety. However, the majority of American travelers that
board commercial flights in our nation do so knowing that to secure passage they may be
subjected to a search. Due to modern safety concerns, it is doubtful the average citizen
views such a search as a violation of "essential" liberty. Freedom is instinctively held
sacred by the American public, and if the government should ever reach too far in the
name of safety, the public outcry will surely keep the government in check.
178. Rhee, supra note 3, at 876.
179. 67 Fed. Reg. 8340 (2002). The qualifications for screeners are covered under 14
C.F.R. §§ 1544.403-1544.411 (2002).
180. Id. §§ 1544.407 & 1544.405. Screeners will also be required to have a high school
diploma or general equivalency diploma. Id. § 1544.405.
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intelligence agencies within the federal government, will prevent another
horrific attack like the one on September 11th. Hopefully, the vigor and
intensity apparent in the recent security reforms will not fade as the
memory of what happened in the fall of 2001 becomes more distant.
Perhaps the biggest problem with our national security is that it is all
too often reactive rather than proactive.
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