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Casenote 

 

Can You Hear Me Now?:  

An Individual’s Reasonable 

Expectation of Privacy Now 

Extends to Cell-Site Location 

Information* 

I. INTRODUCTION 

Over the past one hundred years, the Fourth Amendment1 has been 

defined by the courts as the perception of what is an individual’s 

expectation of privacy. For the past fifty years, that expectation of 

privacy is one that has been defined as both subjectively reasonable to 

the individual and objectively reasonable to society.2 A person’s 

reasonable expectation of privacy extended to freedom from interference 

by the government’s use of tracking devices and other monitoring 

equipment in certain situations. However, that expectation of privacy is 

lost when a person shares his information with a third party, such as a 

bank. The third-party doctrine allows government agencies to access 

information by obtaining a subpoena without the consent of the 

individual, because the records are considered the property of the third 

party for business purposes.3 

 

       *I would like to thank Professor James Fleissner, whose enthusiasm for the law is 

contagious. Thank you for piquing my interest in this case before it was heard and 

discussing the Court’s decision afterward. I also want to thank Travis and the boys; Wesley, 

Gavin, & Connor; who have given unconditional love and support throughout this process. 

 1. U.S. CONST. amend. IV. 

 2. See Katz v. United States, 389 U.S. 347, 361 (1967). 

 3. See United States v. Miller, 425 U.S. 435, 442–43 (1976); Smith v. Maryland, 442 

U.S. 735 (1979). 
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So, when the two privacy concerns converged into a single case, the 

Supreme Court of the United States grappled with the question of how a 

person’s reasonable expectation of privacy is defined when a person 

shares every movement of their day through cell-site location information 

automatically collected by third parties.4 In Carpenter v. United States,5 

the Court granted certiorari to determine whether obtaining Carpenter’s 

information over a period of several days was considered a search, and 

therefore, a violation of Carpenter’s Fourth Amendment right to privacy.6 

The Court heavily weighed the increasing implications of new technology 

and the information that individuals carry around with them in modern 

day mobile devices.7 

Despite previous case law suggesting records of that nature were not 

personal effects, but business records subject to the third-party doctrine, 

the Court distinguished this type of record as personal in nature,8 and 

therefore, cell-site location information is subject to the warrant 

requirements supported by a showing of probable cause for a government 

agency to be allowed access.9 

II. FACTUAL BACKGROUND 

In 2011, after a string of robberies over a period of four months 

spanning across Michigan and Ohio, Michigan police officers arrested 

four suspects. One of the four men confessed to the crimes and identified 

fifteen other individuals involved in the robberies, one being Timothy 

Carpenter.10 Prosecutors applied for, and were granted access to, 

Carpenter’s telecommunications records under the premise of the Stored 

Communications Act.11 

After federal magistrate judges issued orders to Carpenter’s wireless 

carriers to disclose information, the Government proceeded to collect 

cell-site location information (CSLI) from the four-month period of the 

robberies. One order produced records from the first wireless carrier 

spanning 127 days. The second order, requesting a smaller time frame, 

 

 4. 138 S. Ct. 2206, 2217 (2018). 

 5. 138 S. Ct. 2206 (2018). 

 6. Id. at 2217. 

 7. Id. 

 8. Id. at 2220. 

 9. Id. at 2221. 

 10. Id. at 2212. 

 11. Id. Under the Stored Communications Act, a governmental body may compel 

disclosure of telecommunication records in circumstances when it “offers specific and 

articulable facts showing that there are reasonable grounds to believe” the sought-after 

records “are relevant and material to an ongoing criminal investigation.” 18 U.S.C. 

§ 2703(d) (2018). 
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produced records from two days. These records allowed the Government 

to obtain a total of 12,898 location points showing the movements that 

Carpenter made over the four-month period.12 

Carpenter was charged with six counts of robbery. He moved to 

suppress the CSLI data, arguing the seizure of the records violated his 

Fourth Amendment rights and could not be obtained without a proper 

warrant.13 The United States District Court for the Eastern District of 

Michigan denied the motion.14 Subsequently, at trial the Federal Bureau 

of Investigation (FBI) offered expert testimony about the cell-site data, 

showing on physical maps how Carpenter’s phone logged data near four 

of the robberies placing him “right where the . . . robbery was at the exact 

time of the robbery.”15 Carpenter was convicted on all counts except one.16 

The United States Court of Appeals for the Sixth Circuit upheld the 

convictions holding that “Carpenter lacked a reasonable expectation of 

privacy in the location information collected . . . because he had shared 

that information with his wireless carriers.”17 However, in a 5–4 decision, 

the Supreme Court of the United States reversed the decision holding 

that the acquisition of the cell-site records from Carpenter’s past 

movements was indeed a search within the meaning of the Fourth 

Amendment,18 and the Government was required to obtain a search 

warrant based on probable cause in lieu of the reasonable suspicion 

standard required for subpoenas.19 

III. LEGAL BACKGROUND 

A.    The Historical Meaning of the Fourth Amendment as Applied to 

Electronic Devices or Communication 

The people of the United States have constitutional rights guiding the 

way our nation has interpreted legal questions for centuries. The rights 

of the people under the Fourth Amendment are 

to be secure in their persons, houses, papers, and effects, against 

unreasonable searches and seizures, . . . and [to have] no Warrants . . . 

 

 12. Carpenter, 138 S. Ct. at 2212. 

 13. Id. For information to be obtained under 18 U.S.C. § 2703(d) it only requires 

reasonable suspicion versus the higher standard of probable cause needed to support a 

warrant. 

 14. Id. 

 15. Id. at 2213. 

 16. Id. 

 17. Id. 

 18. Id. at 2221. 

 19. Id. at 2223. 
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issue[d against them unless based], . . . upon probable cause, supported 

by Oath or affirmation, and particularly describing the place to be 

searched, and the persons or things to be seized.20 

When the founding fathers wrote the Fourth Amendment, they 

wanted to take a stand against Great Britain, who, with the “general 

warrants” and “writs of assistance,” would search through homes looking 

for criminal activity.21 The Court has held time and again that evidence 

is not admissible against a person if the Government obtained it in a 

manner that violates the Fourth Amendment.22 Yet, in a modern world, 

with increasing technology, there are less “papers and effects” and more 

digital files and information to be searched. 

One of the earliest cases to address a technological issue regarding a 

search took place almost one hundred years ago. In Olmstead v. United 

States,23 the Court addressed the issue of wiretapping in relation to 

Fourth Amendment rights.24 Federal prohibition officers inserted small 

wires on telephone lines leading from the residences of a few suspects. 

The officers never trespassed on the suspects’ actual property but placed 

the wires in the streets near the houses. After many months of evidence 

gathering, information revealed large business transactions, orders for 

liquor, and the difficulties of hiding the operation. Olmstead and others 

were convicted of violating the National Prohibition Act.25 They appealed 

citing a Fourth Amendment violation of their rights.26 

The Supreme Court granted certiorari to address whether there had 

been a violation when the calls were intercepted by the wiretapping.27 

The Court held to the traditional belief that a Fourth Amendment 

violation related to the actual physical trespass on the property.28 In the 

holding, a narrow majority concluded that the intervening wires were not 

part of the house or business of the petitioners, and using the sense of 

hearing was not a search or seizure.29 A Fourth Amendment violation, in 

 

 20. U.S. CONST. amend. IV. 

 21. Riley v. California, 134 S. Ct. 2473, 2494 (2014). 

 22. See, e.g., Byars v. United States, 273 U.S. 28 (1927). 

 23. 277 U.S. 438 (1928). 

 24. Id. 

 25. 66 Pub. L. No. 66, 41 Stat. 305. 

 26. Olmstead, 277 U.S. at 456–57. Olmstead was the general business manager of an 

undercover conspiracy to import, possess, and sell prohibited liquor, making an estimated 

two million dollars a year. Id. at 455–56. 

 27. Id. at 455. 

 28. Id. at 466. The Court’s rationale came from prior caselaw and federal decisions that 

determined a violation of the Fourth Amendment did not occur unless there was an actual 

physical invasion of property.  

 29. Id. at 464–65. 
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the Court’s reasoning, entailed “an official search and seizure of his 

person, or such a seizure of his papers or his tangible material effects, or 

an actual physical invasion of his house ‘or curtilage’ for the purpose of 

making a seizure.”30 

B.    The Changing View of the Fourth Amendment: Katz Test and 

Third-Party Doctrine 

The holding of the Olmstead decision lasted until 1967, when the 

Court reached a new way of defining Fourth Amendment rights, 

overruling the prior precedent on defining a “search and seizure” in the 

test derived from Katz v. United States.31 In Katz, the petitioner, Katz, 

was convicted for transmitting wagering information over the phone 

using a public phone booth. FBI agents attached an electronic listening 

and recording device to the outside of the phone booth. The agents 

overheard Katz’s end of the conversation and introduced the evidence at 

trial. The United States District Court for the Southern District of 

California convicted Katz, and the United States Court of Appeals for the 

Ninth Circuit affirmed.32 

The Supreme Court was not as persuaded. In its notable opinion, the 

Court held that the Fourth Amendment “protects people, not places.”33 

The Court discussed how the public telephone played a vital role in 

private communication and those that use public phones are seeking to 

preserve their privacy when they close the door.34 The Court held that a 

person is entitled to be free from unlawful searches and seizure wherever 

he may be.35 In addition, the Court held that an electronic device does 

not have to physically penetrate (trespass) into a given space for it to be 

considered unlawful.36 

The Katz two-part test, as given by Justice Harlan in his concurrence, 

has two requirements: “first that a person have exhibited an actual 

(subjective) expectation of privacy and, second, that the expectation be 

 

 30. Id. at 466. 

 31. 389 U.S. 347 (1967). The Katz test comes from Justice Harlan’s concurrence, which 

gives a two-part test of reasonable expectation of privacy. Id. at 360 (Harlan, J., concurring). 

 32. Id. at 348–49 (majority opinion). 

 33. Id. at 351. 

 34. Id. at 352. 

 35. Id. at 359. 

 36. Id. at 353. Previous notions of searches and seizures centered around the definition 

of actual trespass—the physical penetration of a person’s space, not just where a person 

may be. Under previous notions, the government would have had to actually penetrate, or 

place the listening device inside, the phone booth. Id. 
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one that society is prepared to recognize as ‘reasonable.’”37 In the instant 

case, a person who shut a phone booth door and placed a call was held to 

be temporarily in a zone of privacy that is both subjective and reasonable 

according to society.38 

Nine years after Katz, another doctrine was introduced in the Court’s 

holding in United States v. Miller.39 Although Miller did not relate to any 

type of electronic recording or telecommunications, the implications of 

what is known as the “third-party doctrine” carry over into those areas. 

The respondent, Miller, was convicted of carrying on an illegal distillery 

without paying the proper tax to the Government. The Government then 

issued subpoenas for bank records from two different banks, allowing an 

agent to view Miller’s checks, deposit slips, and financial statements. 

Copies of the checks were introduced at trial. Miller moved to suppress 

the documents but was denied by the United States District Court for the 

Middle District of Georgia. The United States Court of Appeals for the 

Fifth Circuit reversed the decision, holding that the bank records were 

“private papers” and the Government violated his Fourth Amendment 

rights.40 

The Supreme Court reversed the Fifth Circuit’s decision, finding there 

was no intrusion into a protected area41 and that the documents in 

question were not private papers.42 Because the records involved 

transactions with banks, the banks would be considered a party.43 The 

Court referred to its decision in Katz, highlighting that anything a person 

knowingly exposes to the public is not subject to Fourth Amendment 

protection.44 There is not a reasonable expectation of privacy in 

voluntarily conveying information to bank employees and “the Fourth 

Amendment does not prohibit the obtaining of information revealed to a 

third party . . . even if the information is revealed on the assumption that 

it will be used only for a limited purpose.”45 

 

 

 37. Id. at 361 (Harlan, J., concurring). In his examples, Justice Harlan explains that 

actual expectation of privacy is subjective to the person. A person may be in a telephone 

booth accessible to the public, but at the moment they shut the door to place a call they 

have a subjective expectation of privacy that their conversation will not be overheard. Id. 

 38. Id. 

 39. 425 U.S. 435 (1976). 

 40. Id. at 436–39. 

 41. Id. at 440. 

 42. Id. 

 43. Id. at 440–41. 

 44. Id. at 442. 

 45. Id. at 443. 
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C.    Evolution of the Katz Test and Third-Party Doctrine with 

Electronic Devices 

A couple of years later, the Court applied both the newer Katz test and 

the third-party doctrine to a case pertaining to telephone 

communications. In Smith v. Maryland,46 after the petitioner, Smith, 

robbed the victim and started making harassing phone calls, police 

requested the telephone company to install a pen register on Smith’s 

telephone to record the numbers dialed. After the register revealed Smith 

called the victim, he was arrested and identified in a lineup by the victim. 

Following his conviction, Smith appealed stating that the introduction of 

the pen registry evidence violated his Fourth Amendment rights. The 

Maryland Court of Appeals affirmed the judgment, holding that Smith 

had no reasonable expectation of privacy in the numbers he dialed into 

his phone system—hence no search.47 

The Supreme Court upheld the decision distinguishing this case from 

Katz because a pen register does not acquire the actual contents of 

communications—hearing the conversation—as the listening device in 

Katz allowed.48 Under the Court’s analysis, pen registers were routinely 

used by telephone companies, and telephone users knew they conveyed 

numbers to the company for a variety of legitimate business purposes.49 

Regardless of location, the Court held it did not matter if Smith placed 

the call from his home, or a phone booth,50 because there was “no 

legitimate expectation of privacy in information he voluntarily turn[ed] 

over to third parties.”51 

In the 1980s, the Court heard two cases involving electronic beepers 

used to track suspects. In United States v. Knotts,52 officers placed a 

beeper into a five-gallon container of chloroform that one of the suspects 

purchased for the purpose of manufacturing drugs. Relying on the signal 

from the beeper and visual surveillance, the police followed the suspect 

in his vehicle until he came to the house belonging to Knotts. After three 

days of visual surveillance at the residence, officers obtained a warrant, 

searched the house, and found a drug laboratory. The trial court 

sentenced Knotts to five years’ imprisonment, but the United States 

 

 46. 442 U.S. 735 (1979). 

 47. Id. at 737–38. 

 48. Id. at 741. 

 49. Id. at 742–43. 

 50. Id. at 743. 

 51. Id. at 743–44. 

 52. 460 U.S. 276 (1983). 
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Court of Appeals for the Eighth Circuit reversed the conviction on the 

premise that the beeper violated Knotts’s Fourth Amendment rights.53 

The Supreme Court reversed the Eighth Circuit’s decision.54 The Court 

likened the surveillance conducted with the beeper to surveillance by 

following a vehicle on public streets and highways—a person traveling 

on public roads has no reasonable expectation of privacy as to the routes 

they travel because anyone can see them.55 However, Knotts’s residence 

did maintain the traditional privacy associated with a dwelling place.56 

Nevertheless, since there was no expectation of privacy in the 

observation of the vehicle delivering the container, nor in the “open 

fields” when they transported the container into Knotts’s house,57 there 

was no violation of Knotts’s Fourth Amendment rights because the 

beeper signal was not used after the container entered the residence any 

differently than if the police had observed Knotts’s conduct with the 

naked eye.58 

One year later the Court again heard a case regarding beepers in 

United States v. Karo.59 In Karo, instead of just visually following the 

suspect once, the agents followed the suspects to multiple locations and 

tracked the beeper as it was inside the locations. The agents hid a beeper 

in a container of ether and subsequently followed the container over a 

period of several months as the suspects kept relocating it until it was 

finally placed in a house in Taos, New Mexico. While the container 

remained in the residence, agents would conduct surveillance by tracking 

the whereabouts of the beeper signal because maintaining visual 

surveillance would disclose their location. After receiving a warrant, the 

agents discovered a drug laboratory within the residence. The trial court 

granted defendants’ pretrial motion to suppress the evidence from the 

residence as a violation of their Fourth Amendment rights. The United 

States Court of Appeals for their Tenth Circuit affirmed, holding that a 

warrant was required to both install the beeper and to continue 

monitoring it after it remained inside the residence.60 

The question before the Supreme Court was whether monitoring the 

beeper inside a private residence that lacked visual surveillance violated 

 

 53. Id. at 278–80. 

 54. Id. at 280. 

 55. Id. at 281–82. 

 56. Id. at 282. 

 57. Id. 

 58. Id. at 285. 

 59. 468 U.S. 705 (1984). 

 60. Id. at 708–10. 
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Fourth Amendment privacy rights.61 The Court held that monitoring an 

electronic device in a premises that is not otherwise observable without 

a valid warrant reveals critical information about the interior of the 

premises.62 The Court distinguished the case from Knotts, because Knotts 

dealt with information “voluntarily conveyed to anyone who wanted to 

look.”63 In contrast, the Court determined in Karo, monitoring an article, 

or person, in an individual’s home by use of an electronic device is 

invading privacy that would otherwise be separated from the public 

view—a chief violation of Fourth Amendment rights.64 

Again, in 2001, the Court wrestled with an electronic device and the 

implications it bore in relation to a private residence. In Kyllo v. United 

States,65 agents suspected Kyllo grew marijuana in his home, which was 

part of a triplex. Since growing the plants required a lot of heat, the 

agents used a thermal imager to scan the triplex. They scanned both the 

front and rear of the house from the street, and it only took a few minutes. 

They discovered a certain part of the home, the garage and side wall, 

were relatively hotter than the rest of Kyllo’s house and substantially 

warmer than the rest of the units. Agents then sought a warrant and 

arrested Kyllo for manufacturing marijuana. The trial court did not 

suppress evidence from the seizure. The United States Court of Appeals 

for the Ninth Circuit remanded the case for an evidentiary hearing on 

the invasiveness of the thermal imager. After concluding it only showed 

heat and crude images, not the people or activities inside, they upheld 

the original conviction.66 

The Supreme Court took time in its opinion to discuss the implications 

of evolving technology. Noting that it had previously reserved judgment 

in determining just how much technology enhancement is too much, the 

Court reasoned that it would be foolish to not recognize that privacy 

rights, under the Fourth Amendment, have been affected by the 

advancement of technology.67 The Court upheld the idea that intimate 

details of the home are private, particularly when sense-enhancing 

technology is used that is either not readily available to the public, or 

provides information that would not have otherwise been obtained 

without entering the premises.68 Recognizing there would not be any 

 

 61. Id. at 714. 

 62. Id. at 715. 

 63. Id. (quoting Knotts, 460 U.S. at 281). 

 64. Id. at 716. 

 65. 533 U.S. 27 (2001). 

 66. Id. at 29–30. 

 67. Id. at 33–34. 

 68. Id. 
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limits on the “power of technology to shrink the realm of guaranteed 

privacy,”69 the Court held that a device used by the government that is 

not readily available to the public, which provides details that would 

otherwise be unknowable about a person’s home, was indeed a search 

under the Fourth Amendment.70 

D.    Modern Day Analysis of Technology and Fourth Amendment 

Precedent 

In the last ten years alone, as technology has continued to progress at 

a rapid rate, the Court yet again made further distinctions regarding the 

use of electronic devices or telecommunication and their classification as 

a search under the Fourth Amendment. 

The first case occurred in 2012 and seemed to combine issues faced in 

Katz, Knotts, and Karo, but with a slightly different outcome. In United 

States v. Jones,71 the Government suspected Jones was trafficking 

narcotics. Although agents initially obtained a warrant to place a 

tracking device on Jones’s car, the warrant expired before the agents 

officially placed the device, and the device was placed on the vehicle in a 

different state. The agents then proceeded to monitor Jones’s car over the 

next twenty-eight days, relaying over 2000 pages of data establishing the 

vehicles location within 50–100 feet. After being indicted, Jones moved 

to suppress the evidence from the tracking device. After only suppressing 

part of the evidence, Jones was found guilty and sentenced to life in 

prison. The United States Court of Appeals for the District of Columbia 

reversed the decision stating it violated the Fourth Amendment.72 

The Supreme Court held that the physical placing of the tracker on 

the vehicle was a search because the Government physically occupied the 

property for the purpose of gaining information.73 Further, even just a 

momentary reaching into the inside of a vehicle was determined 

trespassory.74 Despite this, the Court recognized that the “reasonable 

expectation of privacy” from Katz, the lack of a search from mere visual 

observation in Kyllo, and the lack of privacy traveling on public 

thoroughfares in Knotts, are all circumstances in which Fourth 

 

 69. Id. at 34. 

 70. Id. at 40. 

 71. 565 U.S. 400 (2012). 

 72. Id. at 402–04. 

 73. Id. at 404–05. 

 74. Id. at 410 (referring to the Court’s opinion in New York v. Class, 475 U.S. 106, 114 

(1986), to distinguish between a visual inspection and actually reaching into the interior of 

a vehicle). 
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Amendment rights may not be violated.75 Nevertheless, the Court 

distinguished Jones, stating that attaching the device on the vehicle that 

Jones possessed at the time was an encroachment on a protected area, 

and thus, violated his Fourth Amendment rights.76 Yet, the Court left an 

unanswered question in its decision: whether there would be a time limit 

that turned an investigation into a search; the Court foreshadowed the 

future by stating, “We may have to grapple with these ‘vexing problems’ 

in some future case where a classic trespassory search is not involved.”77 

Finally, in 2014, two cases involving cellular phones came in front of 

the Court. Although the cases did not involve electronic devices or 

communication, the key issue before the Court was whether police 

officers may search the digital content on a cell phone seized during an 

arrest.78 As it relates to a right to privacy, the Court held that cell phones 

are considered minicomputers containing extras such as cameras, video 

players, calendars, libraries, diaries, newspapers, even television; 

making them different both quantitatively and qualitatively from other 

items a person normally carries on their body.79 

Further, the Court noted that cell phones contain data that dates back 

to the purchase of the phone, or possibly earlier, summing up an 

individual’s life over a long period of time.80 Historical location 

information is considered a standard feature in most phones, allowing 

them to reconstruct specific movements around a town, or even a 

building, sometimes up to the minute.81 The Court aptly noted that 

modern day cell phones are more than just “technological 

conveniences.”82 Cell phones not only hold all sorts of private information 

about a person, but they are carried practically everywhere with the 

person.83 Because of this, the Court concluded, “The fact that technology 

now allows an individual to carry such information in his hand does not 

make the information any less worthy of the protection for which the 

Founders fought.”84 

 

 75. Id. at 411–12. 

 76. Id. at 410. 

 77. Id. at 412. Justice Sotomayor also noted that it may be necessary to reconsider 

aspects of an individual’s reasonable expectation of privacy in the digital age when people 

reveal large amounts of information to third parties during “mundane tasks.” Id. at 417 

(Sotomayor, J., concurring). 

 78. Riley, 134 S. Ct. at 2480. 

 79. Id. at 2489. 

 80. Id. 

 81. Id. at 2490. 

 82. Id. at 2494. 

 83. Id. at 2494–95. 

 84. Id. at 2495. 
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IV. COURT’S RATIONALE 

A. Majority Opinion 

Carpenter v. United States85 became a crossroads of sorts, intersecting 

the Jones implication of a search and the Miller/Smith implications of 

the third-party doctrine. The Court held that a state’s access to CSLI is 

considered a search under the Fourth Amendment, thus requiring a 

warrant instead of the previous reasonable suspicion test under the 

third-party doctrine.86 Chief Justice Roberts, writing for a narrow 5–4 

majority decision, focused on the depth, breadth, and comprehensive 

reach of CSLI, and the nature of collecting information automatically, 

making it deserving of Fourth Amendment protection regardless if the 

information is collected by a third party.87 

Because of the technical aspects of the case—the digital data at issue—

the Court held that Carpenter is unique and lies “at the intersection of 

two lines of cases, both of which inform our understanding of the privacy 

interests at stake.”88 The Court put heavy emphasis on previous cases, 

including Knotts and Kyllo, that, absent warrants, the Government could 

not obtain information not voluntarily conveyed.89 In addition, the Court 

made special mention of five Justices all agreeing in Jones that privacy 

concerns would be raised by conducting global positioning system (GPS) 

tracking of Jones’s cell phone, not just his vehicle.90 The Court was 

concerned with how to apply the record of a person’s past movements 

through a cell phone signal under the Fourth Amendment, holding that 

“an individual maintains a legitimate expectation of privacy in the record 

of his physical movements as captured through CSLI.”91 

 

 85. 138 S. Ct. 2206 (2018). 

 86. Id. at 2223; see, e.g., 18 U.S.C. § 2703(d). 

 87. Carpenter, 138 S. Ct. at 2220. 

 88. Id. at 2214–15. 

 89. Id. The Court also took special notice of Riley, highlighting the majority’s view of 

modern cell phones and the “immense storage capacity” and digital data that is contained 

within them. Id. 

 90. Id. at 2215. The majority mentioned Justice Sotomayor’s concurring opinion in 

Jones, which stated the Government will be capable of tracking a person through 

GPS-enabled smartphones, and the traditions of physical invasion of property (as was 

crucial in Jones) will provide little guidance to this mode of surveillance. See id. at 2218 

(citing Jones, 565 U.S. at 415 (Sotomayor, J., concurring)). In addition, the majority in 

Carpenter saw that, unlike GPS tracking of Jones, with CSLI data the police do not even 

need to know in advance who they want to follow or when—any suspect has been tailed for 

as long as five years, unbeknownst, using CSLI. Id. 

 91. Id. at 2216–17. 
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In regards to the third-party doctrine, the Court noted that cell-site 

records are in a qualitatively different category of records than the bank 

records in Miller and phone numbers in Smith.92 Although the Court 

noted that the cell-site records are generated for commercial use, the 

time-stamped data compiled is akin to the Court’s reasoning in Riley—a 

detailed chronicle of a person’s movements, carried wherever a person 

goes over a period of several years.93 Because of the sophisticated nature 

of CSLI,94 and the fact that the data produces a detailed chronicle of a 

person’s movements over several years,95 the Court determined that 

CSLI is a new kind of business record.96 As a result, the Court has 

established a new type of balancing test.97 On one hand, information, 

such as CSLI, is the “modern-day equivalent of an individual’s own 

‘papers’ or ‘effects’” implying “the documents should receive full Fourth 

Amendment protection.”98 On the other hand, producing documents 

under orders will not always require a showing of probable cause, and 

the original third-party doctrine and procedure by subpoena will 

suffice.99 

Regardless, the Court indicated its holding was a narrow one. 

Specifically, the Court made a note that it was not expressing views on 

other matters, such as conventional surveillance methods, or disturbing 

existing third-party doctrine applied to other technology or “other 

business records that might incidentally reveal [a person’s] location.” 100 

The Court was careful not to disturb both the precedent set in Smith and 

Miller, while noting that the Court will have to tread lightly in cases 

 

 92. Id. 

 93. Id. at 2220. Riley held that the data revealed “familial, political, professional, 

religious, and sexual associations,” Jones, 565 U.S. at 415 (Sotomayor, J., concurring), and 

“hold for many Americans the ‘privacies of life.’” Riley, 134 S. Ct. at 2494–95. 

 94. Carpenter, 138 S. Ct. at 2219. 

 95. Id. Current CSLI is compiled for the past five years. Id. at 2218. 

 96. Id. at 2222. 

 97. Justice Kennedy specifically mentions that the Court has created this balancing 

test by determining when privacy interests are “weighty” enough to overcome third-party 

disclosure. Id. at 2231–32 (Kennedy, J., dissenting). 

 98. Id. at 2222 (majority opinion). 

 99. Id. The Court made specific mention of situations that will not require warrants, 

namely those with exigent circumstances allowing a warrantless search as objectively 

reasonable. Id. The current process for obtaining a subpoena by an impartial magistrate 

judge requires just a showing of reasonable suspicion. Id. at 2212; see also 18 U.S.C. 

§ 2703(d). 

 100. Carpenter, 138 S. Ct. at 2220. 
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considering new innovations and technologies.101 The Court noted that it 

was confronting “a new phenomenon: the ability to chronicle a person’s 

past movements through the record of his cell phone signals.”102 The 

Court concluded by quoting Justice Brandeis: “[T]he Court is obligated—

as ‘[s]ubtler and more far-reaching means of invading privacy have 

become available to the Government’—to ensure that the ‘progress of 

science’ does not erode Fourth Amendment protections.”103 

B. Dissenting Opinions 

The four dissenting justices were quick to note in their opinions that 

CSLI should have been evaluated under the precedent of third-party 

business records and current procedures of using a subpoena to gain 

access. Justice Kennedy, joined by Justice Thomas and Justice Alito, 

stated that the new rule puts undue restrictions on the lawful and 

necessary powers of the federal government.104 Justice Alito’s concerns 

for the majority opinion discussed the potential for a floodgate of 

litigation while possibly hurting the investigative practices currently in 

existence that law enforcement relies on.105 

Justice Alito also expressed concern because the majority opinion 

forces authorities to now demonstrate probable cause to require the 

production of cell-site records against the previous reasonable suspicion 

necessary for subpoenas to be issued.106 He urged that change should 

come through legislation.107 Congress created the Stored 

Communications Act, restricting certain access by law enforcement, 

allowing them to obtain records only in certain situations.108 If the Court 

is not going to defer to what Congress has put in place for protections, 

specifically as it relates to CSLI data, then possibly Congress will be 

dissuaded from legislating further in this field—greatly disserving the 

goal of protecting privacy.109 As a result, Justice Alito recommends if the 

American people think the Act is inadequate, then they should urge their 

 

 101. Id. The Court made special mention of Justice Frankfurter’s statement that the 

Court must tread carefully so as to not “embarrass the future.” Id. (citing Northwest 

Airlines, Inc. v. Minnesota, 322 U.S. 292, 300 (1944)). 

 102. Id. at 2216. 

 103. Id. at 2223 (quoting Olmstead, 277 U.S. at 473–74 (Brandeis, J., dissenting)). 

 104. Id. (Kennedy, J., dissenting). 

 105. Id. at 2247 (Alito, J., dissenting). 

 106. Id. 

 107. Id. at 2261. 

 108. Id. Law enforcement had to meet a heightened standard in order to be granted 

access to records under the Stored Communications Act. Id. 

 109. Id.  
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elected representatives to make a change, as it is more preferable than a 

new line of Fourth Amendment case law.110 

V. IMPLICATIONS 

Although, the Supreme Court of the United States tried to narrow the 

limitation of its holding in Carpenter, it may be difficult for law 

enforcement to know just where the line in the sand is drawn. On the one 

hand, you have individuals who are relieved to know the government 

cannot pry into their personal lives more than necessary. On the other, 

you have courts trying to determine what evidence is admissible in trial 

versus what evidence is excluded under the holding from Carpenter. 

Currently, it appears that courts are resolving the issue by focusing on 

two key lines of reasoning. First, lower courts are relying on Carpenter’s 

limited holding. In United States v. Westley,111 evidence from Facebook 

accessed by law enforcement was admitted despite giving location 

information.112 The United States District Court for the District of 

Connecticut concluded that because the Carpenter decision was a 

“narrow one” it did not apply to other business records, regardless of 

incidental location information.113 Additionally, in United States v. 

Tirado,114 pole cameras were placed outside the front and back of the 

defendant’s residence.115 The United States District Court for the 

Eastern District of Wisconsin found that because the cameras were in a 

fixed location, the limited holding of Carpenter did not apply because the 

defendants failed to explain how the surveillance provided the same 

record of a person’s life, revealing his “political, professional, religious, 

and sexual associations.”116 

The second line of reasoning falls under the good faith exception of the 

exclusionary rule.117 Cases that produced CSLI information following the 

 

 110. Id. Justice Alito notes that with such rapidly changing technology, legislation is 

much more preferable. Id. 

 111. No. 3:17-cr-171 (MPS), 2018 U.S. Dist. LEXIS 118571 (D. Conn. July 17, 2018). 

 112. Id. at *2. Special Agent Brian Ross did obtain warrants to access the Facebook 

profiles, and subsequently produced affidavits of information collected from the pages 

accessed. Id. at *3–7. Much of the information was considered public as it was shared with 

third parties and accessed by the public at large if desired. Id. at *16. 

 113. Id. at *45 n.9. The Supreme Court stated in its narrow decision of Carpenter, “Nor 

do we address other business records that might incidentally reveal location information.” 

Carpenter, 138 S. Ct. at 2220. 

 114. No. 16-CR-168, 2018 U.S. Dist. LEXIS 65321 (E.D. Wis. Jan. 26, 2018). 

 115. Id. at *28–29. 

 116. Id. at *38 (citing Jones, 565 U.S. at 414 (Sotomayor, J., concurring)). 

 117. See United States v. Leon, 468 U.S. 897 (1984). In Leon, the Court held “that 

evidence obtained in violation of the Fourth Amendment by officers acting in objectively 

https://advance.lexis.com/document/?pdmfid=1000516&crid=05e475cf-191e-4195-893d-c8f9c62e8810&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A3S4X-38R0-003B-S2VS-00000-00&pddocid=urn%3AcontentItem%3A3S4X-38R0-003B-S2VS-00000-00&pdcontentcomponentid=6443&pdshepid=urn%3AcontentItem%3A7XW4-F4R1-2NSF-C1D3-00000-00&pdteaserkey=sr0&pditab=allpods&ecomp=5pkLk&earg=sr0&prid=68791c0a-c14c-4f44-8ad2-db41acc0600f
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former subpoena requirements, as in Carpenter, have been able to still 

produce the evidence admitted at trial. In United States v. Williams,118 

CSLI data was admissible under the concept of good faith, because law 

enforcement had relied on procedures set forth under the Stored 

Communications Act.119 Again, in United States v. Joyner,120 the United 

States Court of Appeals for the Eleventh Circuit held that evidence was 

admissible, and not subject to the rule in Carpenter, because the 

Government maintained it acted in good faith, and the defendants 

presented no argument or evidence to counter that proposition.121 

However, that type of reasoning will be short lived, because while 

Carpenter is controlling going forward, it will only be those cases with 

evidence obtained before Carpenter to whom the good faith exception may 

apply.122 

The ultimate decision may be one left to Congress and future 

legislation. Justice Alito noted that if it encourages the public to think 

that the Court can protect them from the looming threat to individual 

privacy from powerful private companies that collect and sometimes 

misuse personal data, they will be misled.123 But, will the legislature be 

dissuaded from doing so because the court held part of the Stored 

Communications Act unconstitutional? In the meantime, there is the 

potential for a “blizzard of litigation” as both courts and law enforcement 

discern which investigative practices are still reliable.124 

 

Lois C. Weldon 

 

 

reasonable reliance on a search warrant issued by a neutral and detached magistrate need 

not be excluded, as a matter of federal law, from the case in chief of federal and state 

criminal prosecutions.” Id. at 927 (Blackmun, J., concurring). 

 118. No. 2:17-cr-20758-VAR-DRG, 2018 U.S. Dist. LEXIS 129639 (E.D. Mich. Aug. 2, 

2018). 

 119. Id. at *2–3. 

 120. 899 F.3d 1199 (11th Cir. 2018). 

 121. Id. at 1204–05. 

 122. See, e.g., United States v. Chavez, 894 F.3d 593, 608 (4th Cir. 2018). 

 123. Carpenter, 138 S. Ct. at 2261 (Alito, J., dissenting). 

 124. Id. at 2247. 
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